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Overview

This guide details the steps to set up MyESCC 5. Click the Continue button when prompted.
(VCCS) portal multi-factor authentication (MFA)

using push notifications sent through the Enroll Mobile Device %
Rapldldentlty app on your moblle deVICG This will enroll your mobile device. Continue?

Important: Your current mobile number must be in
SIS in order to set up and use MFA. Before
following these instructions, go into SIS, and make
sure your current mobile number is listed in the
‘mobile” field.

If you experience any issues following these steps,
please contact the IT Help Desk at Cainoet
ithelpdesk@es.vcces.edu.

6. A message should display, stating the operation

Setting Up MFA — Push Notifications was successful. Click Close.

1. Go to https://identity.my.vccs.edul/.

2. Enter yOUf MyESCC (VCCS) username and Enroll Mobile Device - Status B
CIiCk the GO bUtton' Your operation completed. Please see helow for user-
3. Enter your MyESCC (VCCS) password and syaciicinessages
CIiCk the GO button . Mobile device enrallment instructions have been
~" sentto:
) Community Colleges
Need Help?
]
5 Close

7. You should receive a text and/or email with
instructions on how to set up the Rapidldentity

app.
4. Click on your name at the top of the 8. Open the instructions, and click on the link in
Applications page, and select Enroll Mobile Step 1.
Device.
Step 1:
» Download Rapidldentity Mobile
£2 Profile Settings Download: m%//
% Change Password identity.my.vccs.edu/mobile/
download
@® ResetTOTP
W Delete FIDO Step 2:
Click this link:
@ Manage FIoo https://identity.my.vccs.edu/mobile/
© Delete Mobile Device provision?id=as888888
[ Enroll Mobile Device Step 3:

U Update Mobile Device Enter Password:


mailto:ithelpdesk@es.vccs.edu
https://identity.my.vccs.edu/
https://identity.my.vccs.edu/
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9. Download the Rapidldentity app.

ULy

Identity Automation, LP

©]
&

RAPIDIDENTITY

10. Copy or remember the password listed in
Step 3 of the instructions.

11. Click onthe link in Step 2 of the instructions.

Step 1:

Download Rapidldentity Mobile
Download: https://
identity.my.vccs.edu/mobile/
download

Step 2:

Click this link:
https://identity.my.vccs.edu/mobile/
provision?id=as888888

Step 3: _
Enter Password:, =

12. When the Rapidldentity app opens, paste or
type in the password from Step 3 of the
instructions text/email.

765 -
®

Enter User Info

YOUR VCCS USERNAME
PASSWORD FROM INSTRUCTIONS

MFA — PUSH NOTIFICATIONS FOR STUDENTS

13. Type in the 6-digit PIN you want to use with the
app. You will use this PIN with the Rapidldentity
app if you do not have or do not use biometric
authentication (face ID or fingerprint ID) on your
mobile device. If you use biometric
authentication on your device and it fails, the PIN
will be used as a backup.

® [somt]

Create PIN

14. Once your PIN is created, a message should
display, stating you’ve been successfully added.
Click on OK. Remember your PIN.

Success
S added successfully

OK

**Note: It may take several minutes before you are
fully enrolled and able to log into the portal.
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Logging into the MyESCC Portal 6. If you configured the app to use biometric

Using MFA — Push Notification (Rapidldentity) authentication (face 1D or fingerprint ID), you can
use it to authenticate.

1. Go to https://identity.my.vces.edu/. ~

2. Enter your MyESCC (VCCS) username and
click the Go button.

Touch ID for “Rapidldentity”

Using Local Biometric Authentication

)Vll‘ ginia’s

Community Colleges Cancel

Need Help? J

.
. > 7. If you do not use biometric authentication or

biometric authentication fails, enter the PIN you
set up for the Rapidldentity app, and then tap
Approve.

3. PingMe Authentication will show up on the

portal login page. Login Request

164.106.76.91
L)
‘) lmas Message
Community Colleges Login Request.
PingMe Authentication Please enter your Authorizing PIN

4. If you have Push Notifications set up for the
Rapidldentity app on your mobile device, you
should receive a message on your device. If
this message does not automatically appear,
launch the Rapidldentity app on your device.

Important: If you fail authentication twice
when trying to log into the portal, please
wait at least 15-20 minutes to reattempt to
avoid being locked out of your account.

5. Tap Approve.

Login Request

&
164.106.76.91

Message
Login Request.
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